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Developers of machine learning applications often apply post-training neural network optimizations, such
as quantization and pruning, that approximate a neural network to speed up inference and reduce energy
consumption, while maintaining high accuracy and robustness. Despite a recent surge in techniques for the
robustness verification of neural networks, a major limitation of almost all state-of-the-art approaches is
that the verification needs to be run from scratch every time the network is even slightly modified. Running
precise end-to-end verification from scratch for every new network is expensive and impractical in many
scenarios that use or compare multiple approximate network versions, and the robustness of all the networks
needs to be verified efficiently.

We present FANC, the first general technique for transferring proofs between a given network and its
multiple approximate versions without compromising verifier precision. To reuse the proofs obtained when
verifying the original network, FANC generates a set of templates — connected symbolic shapes at intermediate
layers of the original network — that capture the proof of the property to be verified. We present novel
algorithms for generating and transforming templates that generalize to a broad range of approximate networks
and reduce the verification cost. We present a comprehensive evaluation demonstrating the effectiveness of our
approach. We consider a diverse set of networks obtained by applying popular approximation techniques such
as quantization and pruning on fully-connected and convolutional architectures and verify their robustness
against different adversarial attacks such as adversarial patches, Lo, rotation and brightening. Our results
indicate that FANC can significantly speed up verification with state-of-the-art verifier, DeepZ by up to 4.1x.
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1 INTRODUCTION

Deep neural networks (DNNs) are being increasingly deployed for safety-critical applications
in many domains including autonomous driving [Bojarski et al. 2016], healthcare [Amato et al.
2013], and aviation [Julian et al. 2018]. However, the black-box nature of the DNNs limit their
trustworthy deployment. The common practice to evaluate the networks on a finite set of test
inputs is insufficient to guarantee that the network will behave as expected on similar unseen
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inputs. Researchers have shown that the state-of-the-art networks can be unreliable in the presence
of an adversary, who can craft inputs that are similar to a correctly classified example but are
misclassified by the DNN [Carlini and Wagner 2017; Goodfellow et al. 2015; Szegedy et al. 2014].

To tackle this issue, a growing line of work aims to prove the safety and robustness of deep
neural networks in the presence of an adversary. For instance, ISO recently issued a standard for
the assessment of the robustness of DNNs in safety-critical systems strongly emphasizing the
role of verification [ISO 2021]. The verification approaches employ symbolic reasoning to prove
that the network output does not misbehave on an infinite set of similar inputs. Most of the
existing verification works reason about network’s local robustness (or robustness, for short). Local
robustness requires that all inputs in the neighborhood of a given input are classified to the same
label. The guarantees that the existing verification techniques provide are either deterministic [Gehr
et al. 2018; Katz et al. 2017, 2019; Lu and Kumar 2020; Salman et al. 2019b; Singh et al. 2018b, 2019b]
or probabilistic [Bastani et al. 2016; Cohen et al. 2019; Lécuyer et al. 2019; Salman et al. 2019a;
Weng et al. 2018b]. The main challenge that all these works try to address is minimizing the cost
of running the verification algorithm while also achieving high precision — the fraction of local
robustness properties that the verifier can prove.

Problem of existing work: Deploying DNNs on real-world systems has opened the question
of optimizing the computational cost of inference: to reduce this cost, researchers have devised
various techniques for approximating DNNs, which simplify the structure of the network (typically
post network training), while maintaining high accuracy and robustness. Common approximation
techniques include quantization (reducing numerical precision of the weights) [Gholami et al.
2021], pruning (removing weights or groups of weights) [Frankle and Carbin 2019], operator
approximation (e.g. approximating convolutions [Figurnov et al. 2016; Sharif et al. 2021]) and others.
Further, even after deployment, the developers may need to re-optimize the neural network if they
detect a distribution shift [Rabanser et al. 2019].
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Fig. 1. A common deployment cycle for a deep neural network.

Figure 1 illustrates the DNN deployment process, which iteratively optimizes the network.
Checking whether the optimized networks are robust is an important step in this process, but
currently developers mostly rely on empirical testing due to the high cost of verification techniques.
A major limitation of almost all existing approaches for verifying deep neural networks is that the
verifier needs to be run from scratch end-to-end every time the network is even slightly modified.
Running precise verification from scratch is an expensive operation and cannot keep up with the
rate at which the networks are modified during deployment. Overcoming this main limitation
requires addressing a fundamental problem in verifier design:
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Can we reuse the proofs obtained when verifying a given network to speed up the verification of
its multiple approximate versions?

This work: This paper presents FANC, the first general approach for transferring proofs between a
given network and its multiple approximate versions. Our approach is generic and can be combined
with any existing state-of-the-art incomplete verifier [Gehr et al. 2018; Katz et al. 2017, 2019; Lu
and Kumar 2020; Salman et al. 2019b; Singh et al. 2018b, 2019b] to improve the speed of verifying
the approximate versions of the given network with fully-connected and convolutional layers and
various activation functions. FANC guarantees to be as precise as the chosen verifier.

FANC first generates a set of templates — connected symbolic shapes (e.g., boxes, polyhedra) at an
intermediate layer — by running a verifier through the original network. The templates capture the
proof of the property to be verified on the original network. Next, FANC transfers these templates
to the approximate networks by incremental template modification so that they capture the proof
on the approximate versions. Finally, it runs the verifier on the approximate networks but only until
the layer where the template is employed. If the intermediate proof is captured by the generated
templates, then we have proved the property without the need to run the verifier end-to-end.

To make proof transfer efficient in practice our new algorithms for proof transfer across networks
that we describe in Section 4 resolve the three main challenges: (1) Generating templates on the
original network that are likely to be effective for verifying multiple approximate networks while
also minimizing the cost of template generation; (2) Efficiently transforming the templates to further
increase their effectiveness when verifying the approximate networks; (3) Enabling inexpensive
checking if the generated template subsumes the intermediate proof on the approximate network.

Results: We thoroughly evaluate the effectiveness of FANC by verifying robustness of challenging
fully-connected and convolutional networks approximated with quantization and pruning against
different attacks. We considered four network architectures, robustly-trained on the popular MNIST
and CIFAR10 datasets. We verified the robustness of the networks quantized using float16, int16, and
int8 strategies against five different adversarial attacks: adversarial patches, Lo-random, Lo-center,
rotation and brightening. We used the state-of-the-art DeepZ [Singh et al. 2018b] as the baseline
verifier. FANC has significantly improved verification time for the quantized networks, by up to
4.1x, with a median speedup of 1.55x over DeepZ. We verified the robustness of of the networks
with 10-90% pruning rates against the adversarial patch attack. FANC has improved verification
time up to 2.8x, with a median speedup of 1.48x over DeepZ.

Contributions: Our main contributions are:

e We present a novel concept of proof transfer across a given DNN and its approximate versions.

e We characterize the class of practical approximate networks where our approach is applicable.
This class encompasses networks obtained by quantization, pruning, or other transformations,
with a bounded layer output difference.

e We instantiate our concept into a general practical framework that leverages new algorithms
to significantly speed up existing verifiers without sacrificing their precision.

e We implement our approach into a tool named FANC and thoroughly evaluate the effective-
ness of our approach for verifying networks generated by various types of approximation
techniques on robustly-trained fully-connected and convolutional networks, and against
different adversarial attacks. Our results indicate that FANC can significantly speed up
verification over the baseline verifier, DeepZ.

FANC implementation is open-source, publicly available at https://github.com/uiuc-arc/FANC.

Proc. ACM Program. Lang., Vol. 6, No. OOPSLA1, Article 75. Publication date: April 2022.


https://github.com/uiuc-arc/FANC

75:4 Shubham Ugare, Gagandeep Singh, and Sasa Misailovic

>< >< » Template Baseline
> ( Generator Verifier

NN

=0

Templates N
v /vCer’[ificate for
Approx NN
o Template Fast
©
@7 Transformer Verifier
XX (@
° Transformed Property
Templates May Not Hold

Approx NNs

Fig. 2. Workflow of FANC from left to right. FANC consists of three components: template generator, template
transformer, and fast verifier. First, the template generator takes the network N as input and creates a set
of templates. For each approximate network, the template transformer transforms the templates. This
transformed template is used by our fast verifier to verify the approximate network. The fast verifier either
successfully verifies the network and generates a certificate or reports that the property may not hold.

2 OVERVIEW

Notations: We consider a feedforward (fully-connected or convolutional) neural network (NN)
N : R™ — R™ with [ layers, ny input neurons and n; output classes. The network classifies an
input X to a class Y that has the largest corresponding output score, i.e. .Y = argmax;[N(X)];. We
denote the partial neural network function between layers p and g, s.t. p < q as Nj.4. Hence, we
represent first k layers as Ny, and the remaining layers as N4

Workflow: Figure 2 illustrates the high-level idea of FANC. It takes as input a neural network
N, its approximate version NP a set of input regions ¢ as precondition and the output property
1 as the postcondition. The neural network verification problem corresponding to the property
(¢,¥) involves proving that for all network inputs in ¢, the corresponding network output satisfies
the postcondition . The goal of FANC is to speed up the proof of the property (¢, /) on the
approximate network by leveraging intermediate proofs obtained by verifying N. FANC proves the
same number of properties as a vanilla baseline verifier (in our case DeepZ) without templates but
significantly faster. We get up to 4.1x speedup on robustness certification tasks (Section 6).

First, FANC creates a set of valid templates for the original network N via our template generation
algorithm (Section 4.3), where each valid template T is a connected symbolic region defined only
over the neurons of an intermediate network layer k < I such that Ni,1,;(T) satisfies . These
templates are used for speeding up the verification of the approximate network. The generated
templates are next transferred to the same intermediate layer k of the approximate network N%P?
by transforming them via our template transformation algorithm (Section 4.4) which changes them
to T%? such that N;'*? (T??) satisfies 1. This transfer is not possible between any two arbitrary

k+1:1
networks but is facilitated in our setting because of the similarity between N and its approximate
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version N%? which is essential so that the approximate networks have similar behavior as the
original network. We identify the class of networks where FANC is applicable (Section 4.1). In the
final step, FANC uses the set of transformed templates for early stopping of the verification of the
property (¢,)) at the layer k of the approximate network.

We next show the workings of our approach on a toy example in detail. We show how the
robustness proofs from a given network can be reused for speeding up the robustness verification
of its multiple approximate versions. We consider the popular local neural network verification
problem [Singh et al. 2018b, 2019b] where the input region ¢ is defined in the local neighborhood
of a given input point X.

Neural network verifier: We consider a verifier based on abstract interpretation. Such verifiers
have been shown to be effective for neural network verification achieving high precision and
scalability. These verifiers work in the following steps. The verifier is built upon an analyzer
parameterized by an abstract domain. The analyzer starts by soundly abstracting the input region
into an abstract element representable in the chosen domain. Next, it performs a forward analysis
by propagating the abstract shape through the network in a layerwise manner. At each intermediate
layer (e.g., affine or ReLU), it computes an abstraction that contains all concrete outputs at the
hidden layer with respect to the input region by applying layerwise abstract transformers. The
final output of the analyzer contains an abstract shape containing all the concrete outputs. On
this over-approximate region, the verifier next checks if the property is satisfied either exactly by
calling a solver or via an abstract transformer. The verifiers obtained in this manner are sound by
construction: if the verifier proves a property then it holds, however, they are not complete: the
verifier may be unable to prove a property that actually holds due to its use of abstractions.

We denote the analyzer function as Ay that takes a region I(x) as its input. Here, D denotes the
domain of abstraction used by the analyzer. Ap (I(x), N1.k) denotes the abstract shape produced by
the analyzer at layer k. Ap (T, Ni41.) denotes the output abstract shape produced by the analyzer
when it is given the input region T at layer k. We use yj to refer to a concretization function that
computes the set of concrete values of the neurons in the intermediate layer k represented by the
abstract shape Ay (I(x), Ny ). For ease of notation, we will refer to yx as y for the rest of the paper.

Example networks: As our example, we consider a fully-connected feedforward neural network
N with the commonly used ReLU activation function and its two approximate versions N¢ and
N? in Figure 3. FANC also works with other activation functions but in this example, we focus on
ReLU as it is the most popular activation. For the purpose of demonstration, we obtain networks
N¢ and N? by perturbing the edge weights N. We use two approximate networks for the example
to show two different ways our template transformation algorithm can transfer proofs from the
original network to its multiple approximate versions. The particular approximation examples are
not intended to accelerate the NN inference, but to demonstrate the concept of proof transfer (we
evaluate more practical quantization and pruning approximations in Section 6).

The neural networks (NNs) in Figure 3 have three layers: one input layer, one hidden, and one
output layer. For simplicity of exposition of our ideas, we show the affine and the ReLU as two
separate layers. All the layers contain two neurons each. The weights of the edges in the affine layer
are coefficients of the weight matrix. These values are usually detailed floating point numbers but
we use whole numbers for simplicity. In Figure 3, the weight on the edge connecting x; and x3 in
network N is 5. The corresponding weights for N® and N are shown in blue and red respectively
and have the values 4, and 6 respectively. The weight above and below the neurons in the affine
layer indicates bias that is the same for all three networks. Hence, for neural network N, the value
of x5 is calculated as 5x; + 5x; + 0. The first affine layer is followed by a ReLU activation layer. The
last output layer is another affine layer.
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Fig. 3. Original network N and its approximations N¢ (blue weights/shapes) and N? (red weights/shapes).

Analysis with the Box domain: In this example, we use the popular Box domain [Wang et al.
2018b] based verifier in FANC. However, FANC is generic and can be combined with other abstract
domains such as Zonotopes [Singh et al. 2018b] or DeepPoly [Singh et al. 2019b]. The box analyzer
propagates high dimensional intervals as abstract shapes. The input specification for our example
is defined in terms of intervals of values that a particular pixel can take. Our key insight is that the
abstract shapes produced by the analyzer for the original network N and the approximate networks
N¢ and N? are similar as the networks are obtained by small perturbation of weights. Therefore,
on a given input the output values at all layers for all of N, N%, and N? are close to each other. This
closeness leads the approximate networks to have similar behavior as the original network. For the
same reason, the abstract shapes over-approximating the concrete intermediate region produced
by the analyzer are also similar (overlapping shapes in Figure 3). We use the notation h;(I) for
y(Ap (I, Ny.;)), and similarly h¢(I) and hf.’(I) for networks N¢ and N”. Based on this insight, we
create a set of templates using N that enable us to perform faster verification of both N¢ and N°.
We provide a metric to quantify the amount of closeness of the approximate network to the original
one (see Section 4). This allows us to characterize the class of practical approximate networks
where our approach is applicable.

In our example, we consider an input point X = (0.05,0.35) and an input specification around

X, I(X) = ( [([)(.)é%ﬂ] ) The output property ¢ requires that the classifier should always classify
all inputs in I(X) to the label corresponding to o;. Therefore ¥ := 0; > 0,. According to the
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Fig. 4. Template generation for box abstraction. The box at intermediate layer is expanded until it violates
the property at the output layer.

specification, the first input x; can take values in the range [0,0.1] and the second input x;,
can take values in the range [0.3,0.4]. An affine layer transformer for the box analyzer will
transform this box into another box over-approximating the effect of the affine layer on the
input by using the standard addition and multiplication abstract transformers of the Box domain.
Since, x3 = 5x; + 5x; and x4 = 5x1 — 5x3, hence the concretization y of the transformer output is
Y(Ap (I(X), N1:2)) = {(x3,x4) |5 € [1.5,2.5],x4 € [—2, —1]}. Next, FANC handles the ReLU layer,
which applied the ReLU function f(X) = max(0, X) on each input neuron. The box transformer
for the ReLU layer transforms the interval for each neuron independently and for an input range
[1b, ub] the output is [max(lb, 0), max(ub, 0)]. For our running example, the input x3 to the first
ReLU lies in the range [1.5, 2.5], and hence the box transformer returns [1.5, 2.5] for xs. The value
for x4 is computed similarly. The resulting box is similarly transformed at the next affine layer.

Proof Templates: For transferring the proof from N to N¢ or N* we create proof templates —
connected symbolic regions that we create at an intermediate layer k having large volume. In the
example, we create a template at the second layer i.e. k = 2. For FANC, we are more interested in
templates that when propagated to the final layer map to a region where the property i holds. We
call such a template a valid template. ! Templates can make the verification more efficient: when
T is a valid template then the containment of the abstract shape Agp (I, Ny.5) in T is sufficient to
conclude that N satisfies the property i for the input region I.

The main insight of FANC is that we can create a set of templates 7 for N and then transfer
it to N%? as 7 %P, where the transformation from 7~ to 7 “? takes significantly lower time than
the creation of 7~ or 7 %? directly. 7 °? is a function of the particular approximate network. Our
template transformer takes 77, the approximate network, and the original input X as the input for
producing 7 %P.

To generate a template around an input X = (0.05,0.35), we map X to the template layer by
applying Nk, (Figure 4). We then create a box region containing Nj4(X). We expand this box as
long as it is a valid template i.e. it verifies the property. Template T is valid for the network N by
construction. However, it may not be valid for the networks N* and N b Therefore, the template T
is transformed by template transformer for a particular approximate network.

Proof Transfer to Approximate NN: Instead of expensive full verification, FANC creates a
set of templates 7 % such that the analysis on the approximate network propagates the input
interval only till the template layer and checks if there exists a template T € 7 %P, that contains
the abstract shape computed by the analysis. So we check if h{(I) C T, if it is true then we do not
need to propagate I further. If h¢(I) ¢ T, we just propagate the shapes further to the output layer
and proceed with the proof as without templates.

!We formally define a template in Section 3 and valid template in Section 4.2.
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Fig. 5. Example showing template transformation for the approximate network

For our example, we consider three input regions for which we try to prove that ¢ holds.

;o (ol o ([0.05015]) . _([02,0.25]
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In our first example, for the verification of specifications (I}, I, and I3) on N¢, we skip the template
transformation step and use 7 as T %7,

[0.5,3.5]
[-2.1]
valid for N by construction, but we need to check its validity for N¢. In Figure 5a we can see that
the template is valid since the analyzer output for the template is mapped in the region 01 > 02.
The next step after checking the validity of the templates is to verify the property for each input
specification. Each input interval is propagated by the box analyzer to the second layer. The output
h?(I;) for each interval is shown in the figure. The template at the layer captures the propagated
boxes for each input region i.e. h%(I;) € T. Now, we do not need to propagate I, I, and I till the
final layer. Overall, we invoked the analyzer to propagate I1, I; and 5 to the layer k, and invoked it
one time to propagate T from layer k +1 to layer [ to check the validity of T. This is computationally

less expensive than propagating all I, I, and I3 through all [ layers of the network.
Template Transformation: In the next example, we show the need of template transformation
for the proof on the network N?. The templates created from the original networks may fail for

more aggressive approximations and hence, we need to transform the templates to make them work

[0.5,3.5]
[-2,1]

example. First, we check the validity of T on N?. Figure 5b shows the analyzer output for the template
is mapped in the region 01 > 02, and hence it is valid on N? as well. The next step is to check the
containment of the intermediate shapes h”(I;) for each specification I; in the template. In the figure,
we see that the hll’ (I) is not captured by the template T. FANC transforms the existing templates

Suppose we generated a template T = ( ) using the Template Generator on N. T must be

on more practical networks. Again, we consider the same template T = ( ) from the previous
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in this step to solve this challenge. The transformation is applied even before checking the validity
and the containment. Thus, there is no additional cost except the (small) transformation cost.

In our experiments, we observed that for a high dimensional template these intermediate shapes
from the analyzer are captured along most dimensions but they fall outside the template along
a few dimensions. In the example, as shown in Figure 5b, hlf (Iy) and hll’ (I3) are captured by the
template, but hllJ (I1) is not contained in the template along the x; dimension. One approach could
be expanding the template again as in the template generation step, but a repeated validity check
brings an unacceptable overhead. Instead, we use a faster approach that expands the template
just along few dimensions that need fixing. We first compute Nll’: ,(X) which is inexpensive as
it does not require running the analyzer. The difference in Nj.2(X) and Nllfz(X ) can be used to
heuristically choose the dimensions along which we need to expand the template (see Section 4.4).
In our example, a small expansion of T%? resulted by the expansion of T along the x; dimension
fixes the problem. TP captures all the intermediate shapes and hence, the proof transfer can be
used for I; as well.

Time complexity of FANC: For a network with [ layers and maximum width (the largest
number of neurons in a layer) n, and with the template captured at layer k (k < I), FANC’s
verification time per input specification with box as the baseline verifier is O (Akn® + (1 — 1)In?).
Here, the constant A is the fraction of input specifications for which the intermediate abstract
shape is captured by at least one valid template T € 7 %?. To maximize speedup, we want to create
optimal valid templates of large volumes such that A = 1. To reduce the overhead of template
generation, FANC keeps the number of templates much smaller than the number of verification
instances, and the templates are shared across multiple approximate networks to further amortize
the costs. We do a more detailed time complexity analysis of FANC with arbitrary baseline verifier
in Section 4.6

3 PRELIMINARIES

In this section, we formally provide the necessary background on neural network verification,
the different types of adversarial attacks we verify the network to be robust against, the different
approximations of neural networks considered in our work and the concept of proof transfer.

3.1 Neural Network Verification

Neural networks. Neural networks are functions N : R™ — R™. In this work, we focus on layered
neural networks obtained by a composition of [ layers Ny : R" — RN Nj: R"™-1 — R™_ Each
layer Nj is either an affine layer (in particular, convolution with one or more filters is an affine
transformation) or a non-linear activation layer like ReLU, sigmoid or tanh.

At a high level, neural network verification involves proving that all network outputs corre-
sponding to a chosen set of input regions ¢ satisfy a given logical property ¢. Before providing
further details, we first define the set of input regions that we consider in this work.

DEFINITION 1 (INPUT REGION). For a neural network N : R™ — R™ | the set of input regions ¢
is such that VI € ¢, I is a connected region and I C R™.

In this paper, we focus on image classifiers N where with the pixel values in the image are in
the range [0, 1]. We consider local input regions I(X, €) € ¢ defined around a given input image
X € R™. The shape of I(X, ¢) is a high-dimensional box where each interval in the box indicates the
range of values the corresponding pixel can take. ¢ is the vector of perturbation for each dimension.
For convenience, we omit £ from the notation and use I(X) as the input specification. We define
the output property as:
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DEFINITION 2 (OUTPUT SPECIFICATION). For a neural network with n; neurons in the output layer.
¥ : R™ — {true, false} is an output specification over the output region.

For an output region R € R™ we use notation meaning Vt € R . {/(t) = true. For a NN,
the neural network verification problem can be stated as:

DEFINITION 3 (LOCAL VERIFICATION). The local neural network verification problem for a
neural network N, an input region I(X) € ¢ formed around the a given input X and a logical property
¥ is to prove whether VX’ € I(X). (N (X’)) = true or provide a counterexample otherwise.

The output property i could be any logical statement taking a truth value true or false. In our
paper, we focus on the property of classifier robustness.

DEFINITION 4 (ROBUSTNESS). We say a neural network N on an input region I(X) € ¢ robustly
classifies to a label Y if VX’ € I(X), Y = argmax[N(X")].

A verifier for the neural network N takes the set of input regions ¢ and a property . For an
input region I € ¢, it returns a boolean true or false indicating if it can verify ¢ for the region I
or not. A complete verifier always verifies the property if it holds or returns a counterexample
otherwise. We next formally define the soundness and completeness of verifiers:

DEFINITION 5 (SOUND VERIFIER). A sound verifier V for an input region I, a neural network N,
an output property y satisfies the following property:

V(I,N) =true = VX € LY(N(X)) = true

DEFINITION 6 (COMPLETE VERIFIER). A complete verifierV for an input region I, a neural network
N, an output property y satisfies the following property:

V(I,N) = true &= VX € L.Yy(N (X)) = true

The complete verifiers [Katz et al. 2017; Tjeng et al. 2019] are usually not scalable. An incomplete
verifier is always sound: if it verifies the property, then the property holds but sacrifices completeness
for scalability therefore it may fail to prove some properties that can be proven by a complete
verifier. Most of the state-of-the-art incomplete verifiers [Gehr et al. 2018; Singh et al. 2019b] are
based on abstract interpretation. These verifiers use an analyzer that performs a forward analysis
by propagating abstract shapes from a chosen abstract domain D e.g., intervals [Wang et al. 2018b],
octagons [Miné 2001], or polyhedra [Singh et al. 2017] through the different layers of the network.
The abstract shapes at each layer over-approximate all possible concrete values with respect to the
input region at that layer. Thus the output abstract shape represents an over-approximation of the
concrete output values. If the property i is true for the over-approximating abstract shape, then
the verifier can verify that the property holds over the given input region.

The analyzer function Ay takes two inputs, a region R C R”, and a function f such that the
domain of f is R™. The output of the analyzer is an abstract element over-approximating the
concrete values at that layer. We can get the concrete value from the abstract output of the analyzer
using a concretization function y.

DEFINITION 7 (LAYERWISE CONCRETIZING FUNCTION). For a network N with ny neurons at layer
k, the layerwise concretization function yi : D — R" is defined as:

ye(a) = {v | v =1y, (v),0" = y(a)}

Here, the actual concretization function y maps the abstract element to the concrete domain.
Then the function II,,, projects the concrete region to the R"* which is over the space of output
neurons at layer k. For the remaining paper, We abuse the notation and use y as the concretization
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function applied on a specific layer appropriately. For instance, if the analyzer output is at k’th
layer then we assume that applying y implies applying yx.

Hence, y(Ap (I, N)) is over-approximating the output at the output layer for N. A verifier returns
true if for all the points in the output region obtained by concretizing the analyzer output at the
output layer satisfies the property 1. Hence, the verifier function V(I, N) = y(Ap (I, N)) + ¢.

These abstract interpretation-based neural networks are sound and use sound analyzers.

A sound verifier based on abstract interpretation uses a sound analyzer. We define it as:

DEFINITION 8 (SOUND ANALYZER). A sound analyzer Ay for a region R, a function f satisfies
the following property:

Vt € Rf(t) € y(Ap(R, f))

Here, y(Ap (R, f)) is the over-approximation of all the values output of f can take for input in R.
Our concept of proof transfer is independent of a specific verifier, and it can be used complementary
to any sound verifier using abstract interpretation.

We define the input regions I(X) to capture regions where adversarial attacks [Szegedy et al. 2014]
on the neural network can happen. Next, we describe the types of adversarial regions we consider.

3.2 Adversarial Regions

We consider three common adversarial attacks in this paper. Each type of attack defines a different
kind of interval input region around a particular image. We consider that ny = h X w, and thus, the
input image X € [0, 1],

3.2.1  Patch perturbation. Here the attacker can arbitrarily change any p X p continuous patch of
the image. The adversarial region I;,’i »(X) defined by a patch over pixel positions ([i, i+ p — 1] X
[j,j+p—1])whereie {1,...h—p+1},j€ {1,...w—p+1} is given by:

14X = X € [0, | V(k ) € 7, X[, = Xiot}

where

o= {00 [ S0 oo [T 0

To prove a network is robust against all the possible patch perturbations, we need to consider all
the possible input regions. For example, with p = 2, we need to verify 729 different regions for an
MNIST classifier. The set of input regions for a single image can be defined as

— i.j
Ipxp (X) = U Ipxp
ie{l,...h—p+1}
je{l,...w—p+1}
3.2.2 Lo perturbation. In this attack model, an attacker can change any c (need not be continuous)
pixels in an image arbitrarily. We define the input regions corresponding to these perturbations as

LX) ={Y | [[Y = Xlo < ¢}

To prove that a network is robust in this input region we consider all possible sets of ¢ perturbed
pixels separately. Let PS be such a set of pixels and |PS| = ¢. We define the input region for a
particular set PS as

Ips(X) = {Y € [0, 1] | V(K,]) ¢ S. Y1 = Xpe1}
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3.2.3 Rotation. Rotation attack model [Balunovic et al. 2019] considers the set of images obtained
by rotating an image by an angle y from the range of interval I'. The rotation R, is applied to
the input image for y € T to obtain the perturbed image. The input region corresponding to the
perturbation is defined as

Ir(X) ={Y | Y = Ry(X),y € T}
The input region for rotation is non-linear and has no closed-form solution. Thus, state-of-the-art
approaches [Balunovic et al. 2019] verify the interval over-approximation of the input region.

3.2.4 Brightness. Next, we consider the brightness attack proposed in [Pei et al. 2017] for defining
our adversarial regions. The input regions for the attack is defined as:

I5(X)={Y e [0,1]"" |Vie{l,...h},je{l,.. w}1-8<X;; <Yi; <1V Y, =X}

3.3 Neural Network Approximations

Various NN approximation techniques [Blalock et al. 2020; Jacob et al. 2018] are used to compress
the model size at the time of deployment, to allow inference speedup and energy-saving without
significant accuracy loss. While our technique can work on most of these approximations. We
discuss the supported approximations in Section 4.1. For the evaluation, we focus on quantization
and pruning as these are the most common ones.

3.3.1 Quantization. Model quantization [Jacob et al. 2018] allows reduction in memory requirement
and inference time by performing computations and storing tensors at lower bitwidths than the
usual floating-point precision.

3.3.2  Pruning. Pruning techniques [Blalock et al. 2020] systematically remove weights from an
existing network without losing significant accuracy. In general, pruning reduces the accuracy of
the network, so it is trained further (known as fine-tuning) to recover some of the lost precision. The
process of pruning and fine-tuning can be iterated several times, gradually reducing the network’s
size. This type of pruning is called iterative pruning.

3.4 Proof Sharing with Templates

Sprecher et al. [2021] introduced the concept of sharing proof between two different specifications
defined around the same input to improve the overall verification time.

DEFINITION 9 (TEMPLATE). For a neural network N, a verifier V based on an abstract domain D, a
Ti. € R is a template at layer k, where ny is the number of neurons at layer k.

We use the same notion of templates for proof transfer between networks.

4 PROOF TRANSFER TO THE APPROXIMATE NETWORK

Algorithm 1 presents FANC’s main algorithm for transferring a proof from a given network to its
multiple approximations. It takes as inputs the original network N, a set of approximations of N, a
set of local input regions ¢ around X, an output property i, and an analyzer Ay parameterized by
an abstract domain D.

First, on an input X, FANC creates templates using the original network and the analyzer A
(Section 4.3). Then it loops over each approximate network NP € NP For each iteration, it
transforms these templates for the specific approximate network (Section 4.4). Finally, it verifies
the approximate network using the transformed templates (Section 4.5). The algorithm returns a
mapping B from each approximate network to a Boolean true or false. FANC is an incomplete verifier
therefore if the output is true, then that means FANC could verify that particular specification (¢,¥).
Otherwise, the result is unknown.

Proc. ACM Program. Lang., Vol. 6, No. OOPSLA1, Article 75. Publication date: April 2022.



Proof Transfer for Fast Certification of Multiple Approximate Neural Networks 75:13

Algorithm 1 Proof transfer algorithm

Input: N, set of approximate networks N°P?, input X, analyzer Agp, property (¢, ¥)
Output: A mapping B from each approximate network to a Boolean indicating if the property is
verified for that network.

1: T = generate_templates(Ap, N, X, ¢)

2: for N%P ¢ NP do

3. 7 %P = transform_templates_approx(X, 7, N%?P)

4 B[N®?] = verify_approximate(Aqp, NP, TP $ 1)

5: end for

6: return B

Next, we define the class of approximations to which FANC is applicable.

4.1 Class of approximate networks

We consider the set NV of all networks that have the same architecture as N. From this set of
networks, we define the set of similar approximate networks by using a parameter ¢ € R that
bounds the difference between N and every other network N%? in the set at each layer on all
inputs from a given set S (e.g., a subset of the test set). We define the output distance 5}’%’ Nape (X)
between two networks at a layer k of the network:

INL(X) = NP0
k —_
5N’Napp(X) [|N1.£ (X)]| ?

We assume ||[Nx(X)|| > 0 in the definition and only define 5§ nap(X) for such X. In practice,
|IN1.£(X)|| = 0 would be rare on a real input image. Using the above definition, we define the set of
approximate networks generated from N that are parameterized by the constant ¢ and function of
the input set S:

Nen ={N e N | sup SN, Nare (X) < €} ®3)

kE{l A}
We fix the dataset S for the problem and omit it from the notation N, n. We do not fix a specific
norm function for these definitions, however, for the experiments we use Lo, norm (Section 6). We
compute ¢ as the left hand side of the inequality in Equation 3 i.e. ¢ = sup Xes, N N (X)- In

the evaluation we compute ¢ for each approximate network (Section 6). For any N “pp € NN and

app
X € S, since W is bounded by ¢ (for small value of ¢), we expect y(Ap (I(X), Napp))

and y(Ap (I(X), Ni.x)) to be close to each other (this hypothesis is validated by our experiments).
Hence, we can create templates 7 from N and transfer them to N°? with modifications along
relatively fewer dimensions. For each N%? considered for verification, we transform the templates
according to our transformation algorithm and create a set of templates 7 .

4.2 Proof Templates for Neural Networks

We need to create templates that satisfy certain properties for them to be useful for accelerating
verification. Next, we will describe these properties. First, we define the validity of a template.

DEFINITION 10 (VALID TEMPLATE). A template T is a valid template for a neural network N, an
analyzer Ap, a property { and a layer k in the network if

Y(Ap (T, Niwaa)) H Y
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The condition states that the region obtained after concretization of the analyzer output satisfies
the property i (Section 3.1). In this paper, we fix our analyzer Ay and the property ¢, hence we
only talk about the validity of a template as function of layer k and the network N.

Our goal is to create templates that are valid for any approximation N**? € N; . Additionally,
we desire that the abstract shapes obtained at the intermediate layers are captured by them. The
number of valid templates for the networks in N 5 with respect to the chosen Ay are infinite.
The problem of finding an optimal (in terms of volume) valid template requires computing the best
abstraction in O that maximizes the volume and such that its image at the output layer propagated
by Ap satisfies . This is computationally expensive for domains like Box and not possible for
other popular domains for neural network verification such as Zonotopes and DeepPoly that have
no best abstraction.

Nevertheless, one thing we desire is to get large (in terms of volume) valid templates, since
intuitively they will capture more intermediate shapes. Next, we formally define the notion of
maximal valid templates that could be used for proof transfer and are more practical to compute.

DEFINITION 11 (MAXIMAL VALID TEMPLATE). Ty is a maximal valid template for a neural
network N, an analyzer Ap, a property y and a layer k in the network if

VT . Ty CTA }/(AD(T, Nii1g)) F ¢ = T =Ty

THEOREM 1. Given a neural network N, a verifier V based on a sound analyzer Ap, a property
and a valid template T C Ty; where Ty is a maximal valid template then Vt € T./(Nyy1.0(t)) = true

Proor. Since Ty is a valid template, y(Ap (Tar, Nk+1,,)) F ¢ and since V is a sound verifier,

Vt € Ty (Nis1:n(t)) = true. Given that T C Ty, we conclude that Vi € T./(Niy1.n(8)) = true.

O

For verifiers based on monotonic analysis such as Box, we can prove an even stronger condition

that T C Ty, then T is a valid template. However, this statement may not hold for verifiers based
on non-monotonic analyzers, e.g., DeepZ [Singh et al. 2018b].

DEFINITION 12 (MONOTONIC ANALYZER). A monotonic analyzer Ay for regions Ry, R, and a
function f satisfies the following property:

R CR; = y(Ap(R1,N)) C y(Ap(Ry, N))

4.3 Template Generation Algorithm

Algorithm 2 presents our algorithm for template generation. As mentioned in Section 2, it is
essential to minimize the cost of template generation for maximizing speedups. Generating a
maximal valid template is computationally expensive even for simpler domains such as Box. Hence,
we provide an algorithm that computes an under-approximation of the maximal valid template that
works well in practice. We observed that even for perturbations that are semantically different,
the network transformations successively map them onto more and more similar regions at the
intermediate layers. Thus, the amount of overlap increases with the layers. L., modifies all the pixels,
patches modify small patch of adjacent pixels, whereas the pixels modified by Ly and brightness
may not be connected. We empirically observe that the templates based on L, perturbations are
effective to capture the proofs of other perturbations.

Our algorithm overcomes the challenge of finding the effective templates for the input X by
splitting the input space. We uniformly split the image into continuous patches of size x X k. For
each such patch, we define an input region I (X, €), in which the pixels corresponding to the

KXK
patch can be perturbed by at most €. In our algorithm, we find the maximum € such that the verifier
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Algorithm 2 Template generation algorithm

Input: N, ¢, template parameter «, intermediate layer k, input X
Output: Set 7~ of templates
T = {}
Hiy = %’ Wiy = %
: forie€l,...Hy do
forje1,...Wy do
Ph=K*0, Py =K*j
€max = max{e € R | V(IZ"P* (X, €),N) = true}
ar = Ap (I,f}xl,fw (X, €max), N1:k)
T = y(Ipox(ar))
T =7 U{T}
end for
: end for

R A L o > 4

_ o=
-0

return 7~

Ju
D

proves that the property ¢ holds on the generated region. More formally, for the start height and
width coordinates (pp, p.) and k as the patch size, we define this region as:
I (X, €) = {X" € [0,1]"Y | |IX" = X|loo < € AV(K,]) € TP X[ | = X1}

where 7% P

oxp . is the set of pixel indices not in the patch (Equation 1).
Line 4 iterate over the input’s patches. For each patch, line 6 searches for the maximum e such

that the input patch 1727 (x, €) is verified. i.e.

KXK
V (I2%P(X,€),N) = true

KXK

Line 7 runs the analyzer on the input region defined by €, till the k-th layer of N. Line 8
performs the conversion of the resulting abstract shape into box abstraction and then concretizes
it. In practice, we perform our analysis on more precise domains than Box such as Zonotopes, we
store the templates as box regions - since the containment check(Algorithm 1) is faster when the
templates are boxes.

If the analyzer Ay is monotonic, a binary search (in line 6) can find the optimal €. However,
we found that even a less tight € works well in practice. The DeepZ verifier that we used for our
experiments is not monotonic, but we find a reasonable € by searching through the set of values %
for a chosen integer i. Empirically, we observe that using a slightly smaller epsilon than the optimal
epsilon can often result in templates that are more reusable across networks. Since the number
of templates is smaller than the number of verification instances, the cost for template creation is
smaller than verifying all the specifications. In Section 4.6, we will derive the time complexity of
FANC showing its relation with the ratio of number of templates to the number of specifications.

4.4 Template Transformation

Template transformation is a key step in FANC. The templates created on the original network are
not necessarily valid on approximate networks. They are valid only when the value of the constant
c is small. For a broader set of networks with larger ¢, we need to transform the templates so that
they are more general and therefore applicable to more networks. While the template is created
only once for the original network and a given input X, we may perform template transformation
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for multiple network approximations. The main challenge is in minimizing the transformation time
while maximizing the generalization of the templates simultaneously.

For template generation, FANC requires propagating abstract shapes via the analyzer to an
intermediate layer. However, as discussed in Section 2, running an expensive analyzer for the
transformation step will offset any gains from using the templates. Hence, instead of propagating
the input interval to the intermediate layer via an analyzer, we propagate the point X, i.e., we
calculate Nla: ip (X), and then widen the original templates based on this value.
| N1 () -N22 (X) ||

We know that for X € S, the difference NGOl
N (X)X | g

’ : 1:k

and X' ¢ S, =R
Nik (X),Nlaip(X’), Nk (X') € T, Nlaip(X') can quite easily be outside the original template T.
We intend to capture all such Nﬁp P

& (X) inside our template for the approximate network by
transforming the template T created on the original network.

We define the d-radius L, ball around a point Y as I;(Y) = {Y’[||Y = Y'|| < d}. Suppose T is
the template created using an input X in the template generation step. We join the box Id(Nla: ip (X))
around the point NIa: ip (X) with the original template T. We discuss the choice of d in Section 6. We
use the standard join LI operator from 9 to combine two regions. The function « is the abstraction

function for a domain D. The new template value T%P can be represented by the following equation:

is bounded by c. For any X’ € I(X)

is not bounded and could be even more than c¢. Hence, even if

T = y(a(T) U a(Ig(NP(X))))

In FANC, we store templates as boxes (Section 4.3), and hence the abstraction function, the
join operator and the concretization function have insignificant costs compared to the other steps.
The transformation of the template does not alter the soundness of FANC. Irrespective of this
transformation we always verify the validity of the templates before utilizing them for a particular
approximate network (Algorithm 3). Our transformation heuristically modifies the templates such
that a large fraction of these templates are expected to remain valid on the approximate network.

4.5 Verifying Approximate Network

Algorithm 3 presents FANC’s procedure for verifying an approximate network. The algorithm
takes a set of input regions ¢ as the input for verifier. It returns a boolean indicating if ¢/ holds for
the region ¢. The algorithm first filters out templates that are invalid for the approximate network.
(line 1). The algorithm propagates each input region that needs to be verified to the layer k of the
approximate neural network. If the abstract shape obtained by this propagation (concretized as )
is contained in one of the valid templates then the proof is complete (lines 5-8).

If  is not contained in any template T € 7 “?, then we use the baseline analyzer on line 12.
Computing J on line 4 and then running analyzer on J to the end on line 12 is the same as
running the verification in the baseline from the input layer to the output layer. We next state the
theorem that shows the soundness of the main step of the algorithm:

THEOREM 2 (SOUNDNESS OF VERIFICATION ALGORITHM 3). If T is a valid template for neural
network N**? and y(Ap (I, Nﬁip)) C T thenVX € LYy(NP(X)) = true.

ProOOF.
y(Ap(T, N/?ff:l)) Fy (Since T is a valid template)
Vi € TN (1) € y(Ap(T. N ) (Using Definition 8)
Vt € T.lﬁ(Nfo:l(t)) = true (Combining the equations above)
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Algorithm 3 Verifying approximate network

Input: N%?, property (¢,i), templates for approximate network 7 %, intermediate layer k
Output: Boolean indicating if the specification (¢,y) is verified

1 T ={T € T | y(Ap(T, NP ) + ¢}

k+1:1
2: forI € ¢ do
3: b =false
4 T =y(Ap(LNY)
5: forT € 7% do
6: if 9 C T then
7: b = true
8: break
9: end if

10:  end for
11: if —b then

12: b=y(Ap(T. N ) ey

13:  endif
14:  if —=b then
15: return false

16:  end if
17: end for
18: return true

y(Ap (I, Nﬁip)) cT From the Theorem statement)

vVt e y(Ap (], Nﬁip)).tj/(N]?fle(t)) = true

VX € LN (X) € y(Ap(LN}3P))
VX € IW(NI?EI;I(NIIQP(X))) = true
VX e Il//(NaPP(X)) = true

Combining the equations above)

Using Definition 8)

—_~ N o~ o~

combining the last two equations)

We further state the theorem that characterizes the precision of our algorithm:

THEOREM 3 (PRECISION OF VERIFICATION ALGORITHM 3). Algorithm 3 is at least as precise as the
baseline verifier V.

Proor. This is an immediate consequence of the statement in line 12: whenever we cannot verify
the input region using the template containment, we instead use the analyzer from the baseline
verifier to verify it. Hence, our algorithm is at least as precise as the baseline verifier V. O

Although having more templates can improve the chances of the intermediate shape containment
and will result in faster proof, the addition of each template (by the algorithms in Sections 4.3
and 4.4) also costs additional time for proving the template validity and checking the containment.
Hence, it is important to balance this trade-off and find the right number of templates.

Proc. ACM Program. Lang., Vol. 6, No. OOPSLA1, Article 75. Publication date: April 2022.



75:18 Shubham Ugare, Gagandeep Singh, and Sasa Misailovic

4.6 Time Complexity of FANC

The time complexity of FANC depends on the analyzer used in the verifier. In general, the complexity
of the verifier for a given network and specification is a complicated function of the parameters
of the network architecture (e.g., number of layers | and maximum number of neurons across
all layers n) and specification (e.g., perturbation bounds, number of neurons that can take both
negative and positive values). We make a simplifying assumption that for all networks with the
same architecture, the verifier complexity for propagating abstract shapes through each layer
is the same for all specifications and it depends on the maximum number of neurons across all
layers. In this way, the cost of the verifier on a given network can be characterized using the
network parameters [ and n. Let 74,, be a function that provides the analyzer cost as a function
of n. Therefore, we assume that on average the analyzer takes O(z4, (n)) time for propagation
through one layer. A verifier using such an analyzer on a verification task on a neural network with
I layers takes O(I - 74, (n)) time for running the analyzer. Checking if the output abstract shape
can satisfy the property i can take different time based on the complexity of 1. For this discussion,
we assume that ¢/ is a robustness classification property (see Definition 4) — usually checking this
property takes asymptotically lower time than running the analyzer [Singh et al. 2018b, 2019b],
therefore we ignore it. Overall, a baseline verifier for an end-to-end verification task ¢ will take
O(l - |¢| - Ta, (n)) time. We divide this expression by |$|, and define the average time per interval
specification I(X) € ¢ for the baseline as

AVTy = O(l - 14, (n)).

We define A as the containment fraction which is the fraction of the input regions that get captured
in one of the templates in 7 %? . Assuming that all the templates are created at layer k, the time
complexity of running our fast verifier FANC is O(A-k-|¢|-7a,, (1) +(1=2)-1-|$|- 74, (n)). We do not
add the containment checking time since it is asymptotically lower for our box shaped templates.

If wr is the number of iterations our template generator takes to create a single valid template
for the original network, then its cost is O(wr - I - |T| - 7, (n)) time - since it performs validity
check on each iteration. We evaluate the template generation time in Section 6. In the evaluation,
we observe that wr is typically between 5 to 10.

The template transformer takes O(n- |¢| - k- |77|) time as the verifier needs to check the validity
of transformed templates 7 “?. This validity check takes O(I - |7| - z4,,(n)) time. If we sum the
time taken by all the components we get the overall complexity:

O(or-L|T1-7ap (M) +O0(n-|9[-| T |- k) +O (L [T |-1ap (n)) +O(A-k- || - 7ap, (n) +(1=2) -1 |p| - 7ap, (1))

The analyzer time 74, (n) is usually at least quadratic [Singh et al. 2018b, 2019b; Wang et al.
2018b]. Hence, the second term for template transformation is asymptotically lower and can be
ignored. The first term for template generation on the original network dominates the third term
which represents the time for validating the transformed templates on the approximate network,
and hence, we can ignore the third term asymptotically. Therefore the average time taken for
verification per input specification I(X) € ¢ is obtained by dividing the remaining terms with |@|.
We get:

AVT, =0 wT-l~m~TAD(n) +O0 Ak ta,(n)+(1=2)-1-14,(n)).

|91

If we achieve A close to 1, then we get the minimum possible value for the second term in the
expression for AV Ty, If we compare AVTy and AVT,, we see that lower values of k, wr and %
are essential for getting the maximum speedup.

Proc. ACM Program. Lang., Vol. 6, No. OOPSLA1, Article 75. Publication date: April 2022.



Proof Transfer for Fast Certification of Multiple Approximate Neural Networks 75:19

Model Architecture Dataset #Neurons
FCN7-MNIST 7 % 200 linear layers MNIST 1400
FCN7-CIFAR 7 X 200 linear layers CIFAR10 1400

CONV2-MNIST 2 Conv layers, 4 linear layers  MNIST 2456
CONV4-CIFAR 4 Conv layers, 4 linear layers CIFAR10 8960

Table 1. Models used for the evaluation.

FANC works well for verification against low-dimensional perturbations that result in smaller
templates to specifications ratio % (such perturbations includes patches, Lo, rotation and bright-
ness). For L, adversarial attacks, our online template generation strategy does not achieve a low
enough value of % to achieve overall speedup.

5 METHODOLOGY

Networks: Table 1 presents the models used in evaluation. All the models are robustly trained
using the training procedure from Chiang et al. [2020]. The approximate network versions are
generated using post-training quantization and pruning. In the case of CNN, only the weight
parameters corresponding to the fully-connected layers are pruned. For non-robustly trained
networks, even the verification on the original network fails most of the time (as we empirically
observed) and approximating such networks is unlikely to lead to robust networks. Since the
verification is unlikely to succeed, we did not use such networks in our evaluation.
Perturbations: We used the patch, two versions of L, attack (Ly-random and Ly-center), rotation
and brightness attacks presented in Section 3%:

e For the Ly-random attack, we first choose 3 as the threshold for perturbation. Proving robustness
against all possible 3-pixel perturbation is currently impractical since it takes (7§9) verification
instance for one MNIST image. Hence, we perform verification against 1000 randomly sampled
combinations of 3 pixels.

e For the Ly-center choose all the combinations of 3 pixels from the center of the picture since the
center of the image contains an important part of the image in both MNIST and CIFAR10. We
selected all (230) set of 3 pixels from the central 5 X 4 patch in the image.

o For the patch attack, we verify the model against all perturbations in 2 X 2 patches.

e We consider rotation attack that rotates MNIST images at an angle y € [—5, 5] degrees. Similar
to Sprecher et al. [2021], we split these images to obtain precise certification. Currently, it is not
possible to obtain CIFAR10 networks that are robust to rotation. Thus, we consider only MNIST
images for the rotation experiment.

o The brightness attack is defined only on gray-scale MNIST images [Pei et al. 2017] . To increase
certification precision we also use splitting of the brightness parameters.

Quantization: In this paper, we consider int8, int16 and float16 post-training quantizations. The
quantization scheme is of the form [TFLite 2017]:

r=s(q—-zp) 4)
Here, g is the quantized value and r is the real value. s which is the scale and zp which is the zero
point are the parameters of quantization. For our experiments, we use symmetric quantization that
uses zp = 0. The quantization scheme uses a single set of quantization parameters for all values
within each layer. At inference, weights are converted from quantized value to the floating point and
computations are performed using floating-point kernels. We randomly selected 25 images from the

2The definitions from Section 3 assume a single color channel for notational convenience but they can be straightforwardly
extended for images with multiple color channels like CIFAR10.
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dataset for the quantization experiments. Each image generates 729 verification instances in case of a
patch attack on MNIST, and similarly, there are multiple verification instances generated from a sin-
gle image for other perturbations (Ly-random, Ly-center, rotation, brightness) as described earlier.
Pruning: At each iteration, we prune the smallest 10% model weights in each layer. Similar to
many other iterative pruning techniques, we prune only affine layers (we do not prune weights in
the convolution layer or biases, since they are much fewer in number than affine layer weights). We
verify the robustness of each model against patch perturbation. We randomly select 10 images from
the dataset and create input regions for every possible 2 X 2 patch perturbation. The number of
input regions per image is 729 for MNIST and 961 for CIFAR10. In this experiment, we perform 10
pruning iterations. However, our technique can be used in any setting with many more iterations,
if the transformed templates are valid and have a high value for the containment ratio A.
Implementation: Code for our tool is written in Python and it is implemented on top of the
ELINA library [Singh et al. 2018b, 2019b] for numerical abstractions. For all our experiments, we
use DeepZ [Singh et al. 2018b] as the library underlying our analyzer and verifier. We use the
zonotope abstract domain for the analysis. However, we store the templates using box abstraction
since checking containment in the box is much faster. We do not expect to lose much precision
by using box abstraction for storing templates, as we expect a high containment ratio A in our
experiments (and have observed it in Table 6).

Baseline: As the baseline, we use the plain DeepZ verifier for ver- Table 2. Hyperparameter val-
ification without proof transfer. We use the publicly available imple- ues used by FANC

mentation of DeepZ in ERAN library [Singh et al. 2018a].

Model k k
Hyperparameters: For getting the best possible performance we |
need to set the hyperparameter values. The possible values for the FCN7-MNIST ) 7 2
1 t which templates are created, k, is bounded by the number CONVZMNIST | 143
ayer at whic plates » 15 y FCN7-CIFAR | 16 3
of layers in the model. Since we fix these values for each model and  conva-cIFAR | 32 3

the search space is reasonably small, we choose them offline during
the training.

Table 2 presents the values of k¥ and k we used in the evaluation of each benchmark. For each
network, we chose the hyperparameters by running FANC to verify Ly-random perturbations on a
small subset of the images on the original network. We use the same hyperparameters for each
network irrespective of the approximation and the attack. As a result, the hyperparameter tuning
induces only a small overhead. For the tuning, we generate the templates using FANC and verify
the original network. We selected k by sweeping across fractions of the image width and selecting
the best. We selected k by trying across values up to the number of layers and selecting the best.
Experimental Setup: For all the experiments we use 24 cores of an Intel Xeon E5-2687W CPU
with a main memory of 64 GB running Linux operating system.

6 EXPERIMENTAL EVALUATION

We evaluates the effectiveness of FANC on verifying quantized and pruned networks. We then
analyze how various tool components contribute to the overall result.

6.1 Effectiveness of FANC

Analysis and Verification Times: Tables 3 and 4 summarize the verification results for different
quantization approximations. In each table, Column Tp, is the time for running the baseline verifi-
cation. Column Tggp, is the time for verification using proof transfer over the network. Column Sp
represents the speedup obtained by FANC’s core verification with proof transfer compared to the
baseline (without the template creation). In each case, the time in the table is averaged over all
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Table 3. Average time (seconds) for verification for Lo-random, Lo-center and patch attacks.

Lo-random Ly-center patch
Model Approximation | Tggse Tranc Sp TBase Tranc Sp TBase Trance Sp
FCN7-MNIST float16 41.44 13.67 3.03 | 47.84 18.16 2.63 | 30.71 13.66 2.25
int16 42.58 12.99 3.28 | 47.76 21.46 2.23 | 30.78 13.74 2.24
int8 40.99 10.44 3.93 | 47.31 30.22 1.57 | 30.28 11.5 2.63
CONV2-MNIST float16 47.81 27.78 1.72 | 54.77 35.71 1.53 | 35.07 24.85 1.41
int16 47.78 27.71 1.72 | 54.89 36.04 1.52 | 34.74 24.74 14
int8 47.61 29.63 1.61 | 54.25 37.97 1.43 | 34.29 25.56 1.34
FCN7-CIFAR float16 72.3 48.12 1.5 72.33 48.05 1.51 | 80.66 49.32 1.64
int16 69.52 39.73 1.75 | 70.97 40.53 1.75 | 71.25 48.40 1.47
int8 70.31 70.31 1 79.69 69.88 1.14 | 78.28 69.21 1.13
CONV4-CIFAR float16 14291 10443 137 | 160.38 125.02 1.28 | 150.43 106.53 1.41
int16 148.21 106.51 1.39 | 160.77 128.3 1.25 | 151.21 108.72 1.39
int8 138.81 116.57 1.19 | 163.26 129.42 1.26 | 149.84 117.13 1.28

Table 4. Average time (seconds) for verification for rotation and brightness attacks.

rotation brightness
Model Approximation | Tgasse  Tranc SP Tgase  Tranc SP
FCN7-MNIST float16 46.54 1943 240 | 38.09 9.22 4.13
int16 42.80 21.10 2.03 | 36.81 1133 3.25
int8 3292 1866 1.76 | 33.33 11.89 2.8
CONV2-MNIST float16 52.34 41.02 1.28 | 54.51 21.73 251
int16 4832 36.68 132 | 41.34 20.68 2.0
int8 42.84 29.86 143 | 40.16 26.56 1.51

the images used in the experiment. Tables 3 and 4 do not add the template generation time to the
FANC verification time. We generate templates on the original network and leverage them to speed
up its verification. We reuse the templates for the verification of all other approximate networks in
Tables 3 and 4. We present the end-to-end savings with the template generation times included in
Table 5.

In most quantized networks proof transfer results in better verification time. For example,
in Table 3, for CONV2-MNIST network we get about 1.72x speedup for both float16 and int16
quantization on the Ly-random attack. Similarly, we see 1.45x speedup on the Ly-center attack.

We also perform experiments where we skip the template transformation step and use the

generated templates without any modification. We observe that the transformation step contributes
to a major improvement in the speedup. The total speedup with the template transformation step
is 1.5x and without it is 1.26x.
End-to-end Speedup: To present a realistic use case and end-to-end time savings we consider
the task of verifying the original and one approximate network. The baseline verifier needs to be
executed twice. In contrast, with FANC, the verification consists of (1) running the verifier on the
original network, which also creates the template, and (2) running the verifier on the approximate
network using the template. The speedup is in this case:

TBase(N) + TBase(Na‘pp)
TFanc(N) + TFanc(Nap‘D) + Ttg

Spror = ©)

We measured the time for template creation and template transfer (which happen only once). The
template creation time (T) for FCN7-MNIST is 11.21s, for CONV2-MNIST 6.93s, for FCN7-CIFAR
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Table 5. The end-to-end speedup for each attack on quantization when verifying the original and a single
approximate network.

End-to-end speedup (Spior)
Model Approximation | Lyo-random Ly-center patch rotation brightness
FCN7-MNIST float16 2.17 1.95 1.8 1.87 2.27
int16 2.23 1.82 1.8 1.74 2.11
int8 2.35 1.56 1.91 1.63 1.98
CONV2-MNIST float16 1.54 1.29 1.25 1.17 2.06
int16 1.54 1.28 1.25 1.18 1.85
int8 1.49 1.25 1.22 1.22 1.64
FCN7-CIFAR float16 1.18 1.15 1.29 - -
int16 1.25 1.21 1.3 - -
int8 0.99 1.03 1.1 - -
CONV4-CIFAR  float16 1.14 1.09 1.2 - -
int16 1.15 1.08 1.19 - -
int8 1.07 1.08 1.15 - -

Table 6. The containment fraction A for each attack on quantization.

Containment ratio A
Model Approximation | ¢ Lo-random  Lj-center patch rotation brightness
FCN7-MNIST float16 2.0e-7 | 0.99 0.99 0.99 0.95 0.99
int16 2.0e-6 | 0.99 0.99 0.99 0.91 0.99
int8 0.038 0.98 0.94 0.91 0.86 0.98
CONV2-MNIST float16 2.4e-6 | 0.72 0.68 0.71 0.54 0.98
int16 1.2e-5 | 0.72 0.67 0.70 0.41 0.97
int8 0.116 0.68 0.62 0.68 0.52 0.97
FCN7-CIFAR float16 2.3e-3 | 091 0.79 0.88 - -
int16 0.078 0.89 0.74 0.86 - -
int8 0.23 0.64 0.61 0.54 - -
CONV4-CIFAR float16 7.9e-5 | 0.69 0.63 0.59 - -
int16 7.4e-4 | 0.66 0.55 0.53 - -
int8 0.036 0.49 0.49 0.46 - -

26.48s and for CONV4-CIFAR 31.62s. These times are small relative to the verification time even for
a single (original) network, resulting often (especially for the MNIST networks) in faster verification
than with the baseline.

Table 5 presents the end-to-end savings for this scenario. For each approximate network, the
columns present the speedups obtained by each transformation. The speedups for the networks are
between 1.1x and 2.27x. The only exception is the FCN7-CIFAR network for int8 approximation,
which is due to the high dissimilarity of the original and the approximate networks. The cost of
template creating amortizes further when verifying multiple approximations, since FANC can reuse
the template (the results from Tables 3 and 4 present the upper bound).

Impact of the Containment Fraction: Table 6 presents the value of constant A for each attack
on the quantization approximations. Columns 1 and 2 present the network and the approximation.
Column 3 presents the approximation constant for the network (lower indicates more similar net-
works; Section 4.1). Columns 4-7 present the A value for each attack (higher is better). The speedup
of the proof transfer is positively correlated with the containment fraction A for a fixed model. For
FCN7-MNIST we get A close to 1 for all of the quantization schemes. One example where the proof
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Table 7. Average time (seconds) for verification of 10 pruned MNIST models.

Model FCN7-MNIST CONV2-MNIST

Prune(%) ¢ TBase Tranc Sp|¢ TBase Tranc Sp
0 0 31.71 11.31 28 10 34.97 23.36 1.5
10 3e-3 31.07 11.42 2.72 | 5e-4 34.73 23.38 1.49
20 le-2 30.64 11.13 2.75 | 4e-3 34.58 23.09 1.5
30 2.7e-2 30.36 11.02 2.75 | 9e-3 34.68 22.6 1.53
40 4.7e-2 30.14 10.76 2.8 | 1.7e-2 34.32 23.16 1.48
50 6.9e-2 29.77 10.75 2.77 | 3.9e-2 34.48 22.8 1.51
60 0.1 29.49 10.62 2.78 | 8.6e-2 3441 23.1 1.49
70 0.16 28.62 26.26 1.09 | 0.16 34.12 22.98 1.48
80 0.27 28.32 29.13 0.97 | 0.27 34.25 25.21 1.36
90 0.62 27.39 27.67 0.99 | 0.47 33.48 34.67 0.97
End-to-end ‘ 297.52  171.27 1.73x ‘ 344.02 251.28 1.36x

Table 8. Average time (seconds) for verification of 10 pruned CIFAR10 models.

Model FCN7-CIFAR CONV4-CIFAR

Prune(%) ¢ TBase TFanc SP ¢ TBase TFanc SP
0 0 80.98 43.27 1.87 | 2.3e-4 147.96  105.05 1.41
10 8.1e-4 77.13 42.11 1.83 | 2.3e-4 149.18  106.75 1.4
20 2.8e-3 73.46 44.71 1.64 | 2.3e-4 149.88  105.56 1.42
30 4.2e-3 70.53 41.21 1.71 | 2.3e-4 149.48  105.85 1.41
40 1.1e-2 67.47 41.71 1.62 | 2.3e-4 148.19  105.68 1.4
50 1.5e-2 64.3 41.52 1.55 | 2.3e-4 150.75 104.9 1.44
60 1.6e-2 60.92 41.82 1.46 | 1.4e-2 149.16  105.88 1.41
70 4.1e-2 57.97 41.39 1.4 | 1.4e-2 148.49  105.34 1.41
80 7.8e-2 53.59 42.23 1.27 | 1.5e-2 147.83  105.47 1.4
90 0.3 48.95 42.11 1.16 | 1.7e-2 146.13 111.21 1.31
End-to-end ‘ 655.31 44856 1.46x ‘ 1487.04 10933  1.36x

transfer does not work well is FCN7-CIFAR on int8 quantization. In this case, the approximation
constant ¢ is 1.92, which indicates the network is quite dissimilar from the original network.

6.2 Multiple Network Proof Transfer for Pruning

In this section, we show that how proof transfer can be used in a setting that continuously changes
the model by pruning. For these experiments, we use the patch attack.

Table 7 presents the average verification times for all the MNIST models. Table 8 presents the
average verification times for all the CIFAR10 models. We use the same notation Tggse, Trane and
Sp from Section 6.2 for the columns. Row "End-to-end” for Column T,,, shows the total time for
verification, including the template generation time, and for Column Sp shows the total end-to-end
speedup that we get (as computed by Equation 5).

In Tables 7 and 8, we present the ¢ value for each of the networks (Section 4.1). It shows that
FANC speedup is inversely proportional to é. For a particular network, one could easily compute
¢ in negligible time as a heuristic before using FANC and estimate the likelihood of obtaining
speedup with FANC. For instance, if we know that FANC on an approximate network version Ny
with ¢ = 0.1 obtains 2x speedup then another approximate network version N, with ¢ < 0.1 will
likely obtain more than 2x speedup.

For instance, in the Table 7, when we prune 40% of model weights in the FCN7-MNIST network
then ¢ = 0.047 and our technique gives about 3x speedup. However, when we prune 70% of model
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weights, then ¢ = 0.1 and our technique gives only 1.1x speedup. In most cases, the speedups are
higher with the template transformation. In Table 8, if we prune FCN7-CIFAR network 30%, then
the speedup of the verifier without the template transformation is about 1.4x, and the speedup with
the transformation is about 1.7x. A similar pattern is observed in all the cases for CONV2-MNIST,
FCN7-CIFAR and CONV4-CIFAR. The speedup is obtained even if we have to perform verification
of a single approximate network. However, we emphasize that the same set of templates can work
on a class of possible approximate networks.

6.3 Template Transfer

In this section, we evaluate the hypothesis that a significant fraction of the templates generated
using the original network after transformation are valid for approximate networks. We expect
that the ratio = %‘W is to be higher for float16 and int16 quantization, and it drops for
int8 quantization. Table 9 presents the result for each quantization scheme and the network. Each
cell contains the ratio 5 for each network and approximation. As expected, we observe that the
template transfer ratio is higher for float16 and int16 quantization and reduces somewhat in the
case of int8 quantization.

Table 10. Average verification speedup Sp =

Table 9. The template transfer ratio .
[valid (TPP)| P TTF"”C due to Algorithm 2 over template gen-
= —=mr— for all models and Fanc [sp]
[Teer] o eration from Sprecher et al. [2021]

quantization combinations.
Model floatl6 intl6 int8 Attack ‘ int8  intl6 floatl6 prune-50%
FCN7-MNIST 0.75 0.75 0.78 Ly-random | 1.27x 1.15x 1.11x 1.06x
CONV2-MNIST  0.84 0.84 0.85 Lo-center 1.17x  1.18x 1.15x 1.1x
FCN7-CIFAR 0.54 0.54 0.28 patch 1.15x  1.06x 1.04x 1.07x
CONV4-CIFAR  0.48 0.48 0.47 rotation 1.05x  1.07x 1.18x 1.12x

brightness | 1.1x  1.Ix  1.12x 1.15x

6.4 Ablation Study

In this section, we present an ablation study comparing instantiating FANC with Algorithm 2
for the template generation step and FANC with Sprecher et al. [2021] (which is a special case
of Algorithm 2 when k = h = w), keeping all other components the same. Sprecher et al. [2021]
generates a single template per image. Whereas FANC can generate multiple templates per image.
Our main motivation for using Algorithm 2 to generate multiple templates is that if some of the
templates are not valid for the approximate network then other templates could be used instead.
We perform the experiment on all combinations of attacks and all approximations. Tables 10 and 11
present the results of our ablation study.

Each entry in Table 10 presents the average speedup across all verification instances of a par-
ticular perturbation type (shown as rows) and all models with the same approximation (shown
as columns).The speedup of each instance is computed as Sp = Tpfi i"[zp] where Tranc, Tranc [sp] are
the time taken by FANC verification with template generation from Algorithm 2 and Sprecher
et al. [2021] respectively. Overall, the results show that Algorithm 2 yields improvement across all
approximations and perturbations, ranging between 1.27x (int8 with Ly-random attack) and 1.04x
(float16 with patch attack). Sprecher et al. [2021] template generation algorithm results in smaller
containment ratios for more aggressive approximations (higher value of ¢). For these cases with
larger values of ¢, Algorithm 2 shows more improvement in the containment ratios and results
in higher speedup. In these cases having more templates is useful in improving the containment
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Table 11. Average verification speedup due to Algorithm 2 over Sprecher et al. [2021] template generation for
int8 quantization

Attack Model ‘ Sp AFANC[sp] AFANC
Lo-random FCN7-MNIST 1.64x 0.73 0.98
CONV2-MNIST | 1.13x 0.61 0.68
FCN7-CIFAR 1.3x 0.52 0.67
CONV4-CIFAR 1x 0.49 0.49
Lo-center FCN7-MNIST 1.31x 0.84 0.94
CONV2-MNIST | 1.16x 0.46 0.62
FCN7-CIFAR 1.18x 0.61 0.64
CONV4-CIFAR 1x 0.49 0.49
patch FCN7-MNIST 1.35x 0.74 0.91
CONV2-MNIST | 1.14x 0.55 0.68
FCN7-CIFAR 1.1x 0.47 0.61
CONV4-CIFAR 1x 0.46 0.46
rotation FCN7-MNIST 1.1x 0.69 0.86
CONV2-MNIST 1x 0.43 0.52
brightness ~ FCN7-MNIST 1x 0.99 0.99
CONV2-MNIST 1.2x 0.8 0.99

ratio. As indicated by the ¢ values from Table 6 and Table 7, prune-50% network is less approximate
than the quantized network for each model, and therefore results in a smaller improvement with
Algorithm 2.

Since the results in Table 10 show that our Algorithm 2 is particularly useful in the case of int8
quantization, we present detailed results for the verification of each network in Table 11. Column
AraNcsp] Presents the template containment ratio for the templates generated using the algorithm
from Sprecher et al. [2021]. Column Apanc presents the ratio for the templates generated using
the Algorithm 2. The results show a substantial improvement in the containment ratio A due to
Algorithm 2 that results in the consistent speedup across different networks. In particular, the
Pearson correlation coefficient between speedup and the differences of A is 0.8 (highly positive
on the scale from -1.0 to 1.0). In Table 11, CONV4-CIFAR cases do not yield speedups since the
best choice of k = 32 is the same as in Sprecher et al. [2021]. For these cases, the containment
ratio A is higher for k = 32 (average A = 0.49) than for k = 16 (average A = 0.44) or x = 8 (average
A = 0.45). Hence, generating multiple templates by using smaller x does not always improve the
containment ratio. Finally, for FCN7-MNIST under the brightness perturbation, the verification
problem is simple, and even a coarse k leads to a high containment ratio (1 = 0.99).

7 RELATED WORK

Proof Transfer: Sprecher et al. [2021] introduced the concept of proof transfer for neural network
certification between different input specifications. This approach enables proof effort reuse across
input specifications to reduce the overall verification cost between 1.2x and 2.9x on neural networks
with fully-connected layers. However, this approach cannot transfer proofs across different net-
works. Further, it is primarily aimed at networks with fully-connected layers, with a limited support
for convolutional layers — the proof transfer can occur only after all the convolutional layers, which
significantly reduces its applicability. FANC uses the idea of proof transfer to multiple approxi-
mate networks (as opposed to different inputs on the single network). The output values and the
intermediate activation values of the networks change due to the approximation. Thus, for the
verification of the approximate network, we cannot use templates created on the original network.
To perform a sound transfer of the proof, we need templates that are valid on the new network.
Our unique template transformation approach enables modification of proof templates to work for
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a specific approximate network. Hence, transforming the templates is essential in transferring the
proof to approximate networks. Our template generation algorithm can be applied for networks
with convolutional layers. The template generation algorithm from Sprecher et al. [2021] can be
encoded as a special case of our algorithm when x = h = w.

Ashok et al. [2020] presented an approach transferring proof from an abstraction of a network to
the original network. The framework creates abstractions by clustering from experimental data; the
abstractions relate the neurons in (simpler) abstract network to the neurons in the original network.
As one application of their work, they show how one can transfer a proof from the abstract network
to the original one. The evaluation demonstrated that the approach works for fully-connected
feedforward neural network with 1.25x speedup. The goal of FANC is different: it transfers the
proof from the original network to an approximate network by creating an abstraction that aims to
over-approximate the network behavior. Moreover, our technique works on much larger models
with convolutions, and in the case of fully-connected networks we show up to 4.1x speedup.

Cheng and Yan [2020] reuse previous analysis results after the weights of neural network with
fully-connected layers are fine-tuned (retrained) in a continuous setting (the paper presents a
case study of a visual pipeline in autonomous vehicle model). In comparison to our work, their
verification goal is different and the models that the technique supports are significantly limited:
their verifier is used only for the verification of fully-connected linear layers at the end of the
network. In contrast, FANC operates on a more general class of networks and approximations, and
end-to-end verifies networks with both fully-connected and convolutional layers.

Differential neural network verification is a related concept that aims to bound the difference

between the output of original and approximate networks [Paulsen et al. 2020a,b]. However, this
approach and the solving mechanisms cannot be directly used to prove the robustness properties
of the approximate network.
Neural Network Verification: Researchers have proposed several techniques for verifying prop-
erties of neural networks [Anderson et al. 2019, 2020; Bunel et al. 2020; Ehlers 2017; Katz et al.
2017; Laurel et al. 2022; Singh et al. 2019c; Tjeng et al. 2017; Wang et al. 2018a, 2021]. To overcome
the inherent scalability limitations and support a broader range of neural networks, state-of-the-
art verifiers have explored the trade-offs between scalability and precision [Singh et al. 2019a,b;
Tjandraatmadja et al. 2020; Xu et al. 2020; Zhang et al. 2018], or computing estimates of robust-
ness [Baluta et al. 2021; Bastani et al. 2016; Weng et al. 2018b,a]. We anticipate that the improvements
in the verifier technology will lead to more interest in analyzing both the original and approximate
networks. While our implementation used a particular DeepZ verifier, most state-of-the-art incom-
plete verifiers (e.g., Fast-Lin [Weng et al. 2018a], CROWN [Zhang et al. 2018], Neurify [Wang et al.
2018a], Star sets [Tran et al. 2020]) can be reformulated as instances of abstract interpretation. The
idea of template generation and template transfer are general and can in principle be used with
other verifiers to save the overall verification effort and time.

8 CONCLUSION

The requirement for running neural networks on energy-constrained devices, or shifts in the input
distribution, will continue to drive the development of new approaches for approximating and
tuning neural networks. The current approaches for verifying neural networks, which simply
re-run the proofs from scratch, will not be able to keep up with the rate at which the networks are
modified during deployment.

In this paper, we presented FANC, the first general technique for transferring proofs between the
original neural network and its multiple approximated versions. FANC’s algorithms create templates
(connected symbolic shapes at an intermediate network layers that capture the proof of the property
to verify) and present algorithms for efficient template transformations and checking. We evaluated
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the effectiveness of our approach for verifying networks generated by various approximation
techniques, including quantization and pruning, on fully-connected and convolutional networks,
and against different adversarial attacks, including two Ly attacks, patch, rotation and brightness
attacks. Our results indicate that FANC can significantly improves verification speed, up to 4.1x
with median 1.55x for quantization and up to 2.8x with median 1.48x for pruning.
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